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The material contained in this
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purposes only. It is not intended to
facilitate violation of any local, state
or federal laws.
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A Bit About Bytes ...

Quantities of Bytes




Then what?
I

1 Some proposals ...
o1 Brontobyte (1000 Yottabytes)?

1 Geobyte (1000 Brontobytes?)

m Gegobytes
m Geopbytes

o Hellabyte (1000 Yottabytes)?
o Ninabytes (1000 Yottabytes)?
o Tenabytes (1000 Ninabytes)?

0 http://www.forbes.com/sites /oracle /2013 /10/09 /ext
reme-big-data-beyond-zettabytes-and-yottabytes/




So the Internet (Web) is Really Big!




There’s Also the Deep Web

The Deep Web refers to any Internet
information or data that is inaccessible by a
search engine and includes all Web pages,
websites, intranets, networks and online
communities that are intentionally and/or
unintentionally hidden, invisible or
unreachable to search engine crawlers.

The Deep Web is also known as hidden Web,
Undernet, Deepnet or Invisible Web.



The Deep Web

Techopedia explains Deep Web

Coined by Mike Bergman, the Deep Web term relates to deep
sea/ocean environments that are virtually invisible and inaccessible.
Technically, the Deep Web is a series of interconnected systems that
are nof indexed by search engines and only directly accessible by their
creators or individuals with very limited privileges.

The Deep Web contains data that is dynamically produced by
an application, unlinked or standalone Web pages/websites,
non-HTML content and data that is privately held and classified
as confidential.

Some estimate the size of the Deep Web as many times
greater than the visible or Surface Web.






Question: How big is the Deep Web?

Short Answer:

In 2001, BrightPlanet completed a study to test the size of
the Deep Web, our initial findings revealed that search
engines were searching only 0.03% of pages available
on the entire Internet. Since 2001, BrightPlanet has not
completed any additional studies to predict the size of the
Deep Web because of how large the Internet has grown.
The Internet has grown so vast and so large that we
now classify the Deep Web as infinite.

Link to Blog Post:
http://www.brightplanet.com/2014/11 /big-internet/




Content in the Deep Web is
massive— approximately

than the content indexed by
conventional search engines

://www.informit.com/blogs/blog.aspx?uk=How-the-Internet-Works-The-Deep-
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3,106,455,900

Internet Users in the world

g.

2,850,358,334

Google searches today

live 1 second watch

930,559,198

Total number of Websites

2,622,803

Blog posts written today

trends & more

146,085,843,763

Emails sent today

529,986,775

Tweets sent today

http://www.internetlivestats.com/




Use Deep Search Engines for More

Targeted Results
]
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Just not finding what you're looking for2 Popular search engines may deliver plenty of
results, but to find relevant and targeted search results you may want to try a deep search
engine. These are especially helpful during scholarly research.

http://deep-web.org/how-to-research/deep-web-search-engines/

hitp://deeperweb.com/




Where to find Deep Web Databases

University of California Berkeley Library
http:/ /www.lib.berkeley.edu/find /types/articles.html

The Invisible Web Databases

http: / /www.noodletools.com/debbie /literacies /information /5locate /
advicedepth.html

How to Search the Deep Web

http: //www.wikihow.com /Search-the-Deep-Web

How to Mine the Invisible Web: The Ultimate Guide

http: //websearch.about.com/od /invisibleweb /a /ultimate-guide-
deep-web.htm

10 Search Engines to Explore the Invisible Web

http: / /www.makeuseof.com /tag/10-search-engines-explore-deep-
invisible-web /




Deep Web Search Engines
(Just some examples!)

| |
Deep Web Search — A How-To Site

- http://deep-web.org/how-to-research/deep-web-search-

engines/
Search the Invisible Web: 20 Resources

http: / /websearch.about.com/od/invisibleweb /tp /d
eep-web-search-engines.htm

How to search the Deep Web

- http://www.dailydot.com /technology /how-to-search-the-

deep-web/




Further Reading

[l

[

[l

[

The Ultimate Guide to the Invisible Web
http://oedb.org /ilibrarian/invisible-web /
White Paper: Understanding the Deep Web in 10 Minutes

http://www.brightplanet.com /2013 /03 /whitepaper-
understanding-the-deep-web-in-10-minutes/

[Whitepaper] Google Search vs. Deep Web Harvesting —
Questions Answered

http: //www.brightplanet.com /2013 /07 /whitepaper-google-
search-vs-deep-web-harvesting-questions-answered /

Use Deep Search Engines for More Targeted Results
http: //www.brighthub.com /internet/google /articles /98349.aspx




StarWaers

On @
Sulbway

https: / /www.youtube.com/watch?v=J5gCeWEGIQI




The Deep Web

1 Google searches the Surface Web (Visible Web)
Approximately 8 Billion Pages

1 Google can’t see the Deep Web pages

E.g. Library of Congress (http://www.loc.gov/)
1 Deep Web pages are within specialized databases
— not formatted as web pages
Approximately 900 Billion Pages

0 Source: http://www.llrx.com /features/deepweb2006.htm




Question: What’s the difference between the Surface
Web, Deep Web, and the Dark Web?

The Surface Web is anything that can be found by a search engine,
it normally consists of Web data that is linked and can be navigated
to through a clickable link.

The Deep Web refers to any portion of the Internet that cannot be
found through a standard link crawling search engine. The vast
majority of this content exists because you need to navigate through
a Web search form or input a query to get there.

Dark Web refers to anything that is intentionally hidden. The most
common place on the Dark Web is the TOR network or a private
anonymous Internet that can only be accessed via a special browser.
The Dark Web makes up a small portion of the Deep Web.

Link to Blog Post: Clearing Up Confusion — Deep Web vs. Dark
Web




Beneath the Deep Web there’s a Dgrk Web

The BBC defines the Dark Web as “anonymous, virtually untraceable
global networks used by political activists and criminals alike”

Because the Dark Web is not connected to the Internet via traditional
means, hosts are harder to find and connect to site operators. This
makes it an appealing haven to purveyors of child pornography and
other illegal content. Similarly, terror groups have been discovered to
haunt the Dark Web as part of their effort to recruit and radicalize
new members.

Although the Dark Web has some nebulous uses, many of them are
innocuous. For example people who want to communicate and
associate online without fear of being shut down by a government
agency.
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The Dark Web is scary ...
Guns, drugs and other illegal products bought and sold

All sorts of illegal activities occur (hire a hit man?)

It's really not that hard to find out how to access it

Anyone accessing these sites is in effect totally anonymous and
therefore cannot be traced

Payments on.many of these websites are nearly totally
anonymous ds they operate in the decentralized anoenymous
currency of Bitcoins

Silk Road is a famous example of a Deep Web site that was
found and dismantled




What's available on the Dark Web?

Category #. items Pct.
Weed 3338 13.7%
Drugs 2207 9.0%
Prescription 1784 7.3%
Benzos 1193 4.9%
Books 955 31.9%
Cannabis 280 3.6%
Hash 821 3.4%
Cocaine 633 2.6%
Pills 473 1.9%
Blotter 441 1.8%
Money 06 1.7%
MDMA (ecstasy) 393 1.6%
Erotica 385 1.6%
Steroids, PEDs 376 1.5%
Seeds 375 1.5%
Heroin 370 1.5%
Opioids 344 1.4%
DMT 343 1.4%
Stimulants 292 1.2%
Digital goods 261 1.1%




Inside The Underweb: Home To Stolen Credit Cards, Pedophiles,
Hit men, Drug Dealers— And Free Speech

0 http://www.fastcompany.com/3004614 /inside-underweb-home-stolen-credit-

cards-pedophiles-hitmen-drug-dealers-and-free-speech?partner=newsletter
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Skimmer Services

We offer: Wincor & Diebold skimmers [Flash] = camera.

All prodlucts cam work aboat 24hes from baitery.

Possible fo develop o model for other ATMs special for yom.

Price for Heted models: 20005, Rent i possible taa, =
Eent terms 10005 deposit = 30% skimmed damps (70% Ffor yon, 3% for as),

Produact can be delivered workdwide, shipping fees ineluded in price.

All info will be provided with skimmer [installation manual, software & firmare + datasheet]
Contact us: s em—"———

P.5: Sorry for page look. We are not designers. 1)

Same photos, Wineors




Betcha never ran across a website like this
with a Google search!

ano Welcome! | Silk Road e

97 silk road darknet

- Welcome
SI I k Roa d messages(0) | orders{0) | account(B0) | settings | log out

anonymous marketplace ©(0)

Shop by category: Step-by-step:

Cannabis(203) 1. Get anonymous money

Ecstasy(35) 2. Buy something here

Psychedelics(127) 3. Enjoy it when it arrives!

Opioids(39) i .

e bt 1 hit of LSD 1/8 oz high 1 g puraMDMA, o canon Made: Important

Dissociatives(9) : . . info for sellers...

(blotter) quality cannabis  (white)

Sthn el B0.58 B2.05 B1.28

Benzos(43)

recent feedback:

seller rating feedback
10P of Canada(s7) |4 of 5 | ATl weed he iy rean i i ol 1 because e package was o TSP doubl vacuum seaed tha the product uee | gy
CaliforniaSunrise 5 of 5 | Fast shipping. Nice packaging. I haven't tried the chocolate yet, but it looks tasty! Smooth transaction. item
Rook 5of 5 | all good! thanks so much! item
illy 5 of 5 | Very friendly. Fast Shipping. Great packaging. item
somatik 5of 5 | Order arrived quickly and as described. Thanks! item
gamely54 5of 5 | No issue at all, I officially recommend this seller. Now go forth and purchase from him! item
mellowyellow 5of 5 | Item arrived quickly and as described, good communication. This guy's legit. item
dirtysouf(100) S5of 5 | locks good item




Silk Road

Welcome adrian802!

messages(0) | orders(0) | account(80.00) | settings | log out

anonymous marketplace (saarch) | E(0)
Weaponry(41) sort by | besteting 1) go )
Fﬁ:ﬁ:ﬂ;ﬂi .I;f% ; titla price  seller ship from
Ammunition(7) Taurus 990 K3 2108.72 edgarnumbers(98) ::i?c:mm o ::t -
h:':::fg] ?:ﬁth_n:d Wesson Model 625 ©3 |, o [—— Eﬁd c;.-.'u:; of Ei_m
::::::?1 29) | Glock 26 9MM like new L8] l ﬁlaa.nz DBush(100) :miﬁ T :::tm
%E:r;:;t[u | Glock 27 compact 40 cal o l B142.67 DBush(100) mﬁf ek ﬂ;h
Do g“d_ﬂm} Ig::?“;jl“’ wifac. laser NIB 3 | 331, 5 | edgamumbers(98) (e Sratanar. el
pn:;nnlzls:;:l!nli;a{ﬁ] ::::-:: :j-.:hlnn Pistal with 2 as7.32  DBush(100) ';’,Tiﬂ";f = g:ltm
ﬁrﬂﬁ?m{ e I.;E;;.E;nm A44Mag [ & EIZH.’-'.lQ. edgarnumbers(98) | :r:i?;ﬁtates o | ;::Er.u
. | 3T | — P o 1o Ll AN K~ kit
::rrﬂﬁr: z[:.r!ln{]] Ruger P89 o | ps2.73 :lﬂ-nlm“m“"{“] :.mmh:;um i 3:*.“
::;:I is:i;l:[!:;;ﬂ[i} | Beretta 92FS Italian new in box O . Bl66.14 | edgarnumbers(98) | g&ﬁ:mm of i ::;tn
Er:?:::::ﬂl | Desert Sagis SOAR Srushat. 52 | s2o900 ' bBush(100) e e
TR Raging Bull 454 O §147.00 edgarnumbers(98) E;:ﬁft;m o | E;“’
AR1S5 .5.56mm NATO pistol O p165.84 DBush(100) | Ukeed States of ﬁ:m
| Glock 17 Smm o . 8161.28 | DBush(100) E:;:T_.ﬁ_.f i z:':-h



DARK Web — a true service economy!

- H you need the job done in the EU, you must pay ma in advanca 5000 EUR in preparation for the job.

H you nead the job dono outside the EL, you must pay ma in advanca 10 000 EUR in proparation for tha job.
*This monay ks requered for me o purchass the waapon, whicls of transport, Bcked 1o the target’s couniny, alo

To afiminate:

« Ordinary parson: 20 000 EUR

« Criminal or lower rank govermant official: 50 000 EUR

+ High rank govermant official: 100 000 EUR

« Paparazzi: 50 000 EUR

« Joumalist: 85 000 EUR

+ Business Associate: ranging from 50 000 EUR to 200 000 EUR

» Spouse:; price depending on the secondary aspects of person{job, social stalus eic)

You are required lo provide as much information about the target as possible. Necessary information includes:

+ Mama

« Picture (mamy i possibla)

« Home addrass

« Work address

» How many family members [va in the same housahold. (not a necessity, but good 1o know)

« Vehiclo used for ransport and registration of vahicla, along with any other identificating numbars

After the moneay you pay me in advance, | will purchase whatever s necessary for the mission.
After the necessary alemants have baen bought and accomplished, you will pay me the rest of the money 1o
confirm the job, and thon | will execuis it

Kaep in mind, the amount of time noaded for such operation i crucial. The soonar you want a target eliminated,
the sooner you should notify me.
A two month headstar is perfect for me.

if you expect me 10 do Swch job, | expect you to trust me. Wea are both anonymous, and a bond of trust is
requirad for such jobs to ba successiul.

You can contact me and send target information at:




There’s Another Browser '




More on Tor
o




Tor is Used to Access the Dark Web
]




What Tor is good for ...




Tor Metrics

T
The following graph shows the average daily number of
relays and bridges in the network.

Number of relays
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The Tor Project — https://metrics.torproject.org/




How Can | Stay Anonymous with Tor?

lifehacker

O http://lifehacker.com /how-can-i-stay-anonymous-with-tor-1498876762
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An Up-To-Date Layman's Guide To Accessing The Deep Web
(they mean DARK WEB)

From FastCompany magazine (Adult language alert)

m http://www.fastcolabs.com /3026989 /an-up-to-date-laymans-guide-
to-accessing-the-deep-web

How To Access The Deep Web (Tor)
Where To Go Once You're On The Inside

New Sites To Explore

What are you looking for first of all?

Drugs?¢ Guns¢ Assassins? Credit cards or counterfeit cash?

Could be a treacherous journey.

Don't say | didn’t warn you.



IS IT LEGAL?

" Youuseitas you would any other Internet browser. Man':,r penple are now
beginning touse TOR as a way of maintajning their Privac}f whilst anline.




Where is Tor? https://www.torproject.org/

Tor

Anonymity Online

Protect your privacy. Defend yourself
against network surveillance and traffic

analysis.

What is Tor?

Tor is free software and an open network that
helps you defend against traffic analysis, a form
of network surveillance that threatens persconal
freedom and privacy, confidential business
activities and relationships, and state security.
Learn more about Tor »

\ Download Tor =
)

Home About Tor

= Tor prevents people from
learning your location or
browsing habils.

= Joris for web browsers,
instant messaging clients,
and more.

= Toris free and open
source for Windows, Mac,
Linux/Unix, and Android

Why Anonymity Matters
Tor protects you by bouncing your
communications around a distributed network: of
relays run by volunteers all around the world: it
prevents somebody watching your Internet
connection from leaming what sites you visit,
and it prevents the sites you visit from learning
your physical location.

Get invelved with Tor »

Docu
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After obtaining a list of Tor nodes from a
directory server, the user’s Tor client picks
a random series of nodes to the

destination server.

If the user visits another site at a later
time, a second random path will be chosen
to the new destination.

An unencrypted ink s
exposed o surveillance
dllowing someone to learn
what websites you wisit.



Let’s Look At Bitcoin — The Deep Web
payment of choice

What is it ... and should we care?

Bitcoin is a digital currency (also called crypto-currency) that
is not backed by any country's central bank or

government. Bitcoins can be traded for goods or services with
vendors who accept Bitcoins as payment.

Bitcoins are created in a process called mining, where a
computer repeatedly works through a series of calculations
that are designed to be difficult to solve, but to lead to a
specific answer.

https: / /medium.com /future-of-currency /462 4cef09e87




WHAT BITCOINS MIGHT LOOK LIKE
IF THEY WERE PHYSICAL,

Current value of a bitcoin ...
https: / /www.coinbase.com/charts




Bitcoin — A Quick Overview ... (Video)

T
0 https://www.youtube.com/watchev=Umé30Qz3bjo




How we get Bitcoins — by ““mining” (Video)

https: / /www.youtube.com /watch2v=GmOzih611zs

http: / /www.weusecoins.com/en/mining-guide




Some Light Shines in the Dark Web
The Demise of Dread Pirate Robert

1 Here’s the Secret Silk Road Journal From the
Laptop of Ross Ulbricht

http:// www.wired.com/2015/01 /heres-secret-silk-
road-journal-laptop-ross-ulbricht/

-1 Prosecutors Trace $13.4M in Bitcoins From the
Silk Road to Ulbricht’s Laptop

http:// www.wired.com/2015/01 /prosecutors-trace-
13-4-million-bitcoins-silk-road-ulbrichts-laptop/

1 Follow The Bitcoins: How We Got Busted Buying
Drugs On Silk Road's Black Market

http://www.forbes.com/sites/andygreenberqg/2013/
09/05 /follow-the-bitcoins-how-we-got-busted-
buying-drugs-on-silk-roads-black-market/




SILK ROAD WAS RUN BY ROSS ULBRICHT
(DREAD PIRATE ROBERTS) UNTIL ...

2. On or about January 26, 2013, ROSS WILLIAM ULBRICHT, a/k/a *Dread
Pirate Roberts,” a/k/a “DPR,"” communicated with the UC via the Internet, and told the UC
that the Employee had been arrested by law enforcement and that the Employee had stolen funds
from other Silk Road users, ROSS WILLIAM ULBRICHT, a/k/a “Dread Pirate Roberts,”
a/k/a “DPR,” asked the UC to arrange for the Employee to be beaten and forced to return the

money, stating specifically, “I'd like him beat up, then forced to send the bitcoins he stole back.

like sit him down at his computer and make him do it[.]”

3. On or about January 27, 2013, ROSS WILLIAM ULBRICHT, a(k/a “Dread
Pirate Roberts,” a/k/a “DPR,” communicated with the UC via the Internet, and asked: “can you
change the order (o exceute rather than torture?” ROSS WILLIAM ULBRICHT, a/k/a
“Dread Pirate Roberts,” a/k/a “DPR,” wrote that the Employee “was on the inside for a while,
and now that he’s been arrested, I’'m afraid he’ll give up info[,]” and added that he had “never

killed a man or had one killed before, but it is the right move in this case.”



| . Silk Road
> @

S

- - - S . e

= | New seller accounts | +

silkroadvbSpiz3r.onion

THIS HIDDEN. SITE HAS BEEN SEIZED

by the Federal Bureau of Investigation,
in conjunction with the IRS Criminal Investigation Division,
ICE Homeland Security Investigations, and the Drug Enforcement Administration,

in accordance with a seizure warrant obtained by the
United States Attorney’s Office for the Southern District of New York
and issued pursuantto 18 U.S.C. § 983(j) by the
United States District Court for the Southern District of New York




SEALED

"q.ll,l-ﬂqk:i FROLRY Crvrerad Uormplusni E‘T‘r {:{‘}Ur‘% f GRDEH
3 ORIGINAL
UNITED STATEiT E:ISTRICT COURT FILED |
Morthern District of California MAR 29 2015 L -

Linited Siates of America
Y.

CARL MARK FORCE IV, et al

RICHARD W, WIEKING
CLERK, U8, DISTRICT mm?

NORTHERN DISTRICT
s N ICT OF CALIFORNIA

— S i T o Vo

3-15-70370

Defeoskomifs) mJ

CRIMINAL COMPLAINT
I, the complainant in this case, state that the following is troe 1o the best of my Knowledge and beliel,
On or about the date(s) of _ 2012through2013 ~ inthecoumyof _ SanFrancisco _inthe
Northern Districtof _ California |, the defendantis) violated.
Cade Section (ffense Description
18 U.5.C. Section 641 Thell of Governmen! Propery
18 U.5.C. Section 1343 Wire Fraud
18 U.S.C. Section 1956{h) Meney Laundering
18 U.5.C. Section 208 Conflict of Interast

This criminal complaint is based on these lacis:

See Affidavit of Special Agen! Tigran Gambaryan (attached)

Approved as to form:

AUSA Kathryn Haun



Even the Tor Browser is
Under Attack

Hackers target Tor after disrupting Xbox Live,
PlayStation Network on Christmas
http: / /www.pcworld.com/article /2863752 /hackers-
target-tor-as-playstation-disruption-
continues.html#tk.rss all
Tor (The Onion Router) looks and acts like a browser
(Firefox) to its users

But, unlike Firefox, Tor routes traffic through a network
of servers (relays), scattered worldwide, to anonymize
the user’s location

If the servers on the network are hacked, the network
would become less reliable, and less secure for its
users
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U.5. Immigration and
Customs Enforcement

THIS HIDDEN SITE HAS BEEN SEIZED

as part of a joint law enforcement operation by

the Federal Bureau of Investigation, ICE Homeland Security Investigations,
and European law enforcement agencies acting through Europol and Eurojust

in accordance with the law of Esropean Union member states
and a peotective afder obtained by the nited States Atterney’s Office for the Sauthern District of New Yok
in cocedination with the LS, Depariment of Jastice™s Computer Crime & Inteliectizal Froperty Saction
issued pursuant to 18 U.S.C § 5B} by the
United States District Cowrt for the Southem District of New Yook




So to sum up ...

The Web as we know it is a small fraction of what’s out there on the
Internet

The Deep Web has much goo#l information — like Library of Congress
— e.g., use their search engihe

The Dark Web is a scar
There is much that i

The Dark Web has s
in a repressive regi

ace that is best avoided

Google doesn’t see i

Now that you know all § ¥¢ed with caution.

And ... there is no consensus on terminology — Deep and Dark are
used interchangeably. Just be aware that there are both and you can
get real value from Deep.




Don’t you wish we

Had commercials
Like this

In the U. S. of A.?

Pusl buften e ade cdrame

https: / /www.youtube.com /watch2v=sanHTQAJ9JA




